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Why this series?

Bridge reliability engineering and AI/ML

Translate reliability questions into ML
task types

Provide a practical, no-hype on-ramp

Enable informed method selection

Reframe AI systems as reliability
problems

What to expect

Clear mental map of reliability–AI
interaction

Practical modeling landscape overview

Deployment mindset and pilot strategies

Reliability thinking applied to AI systems

Why now?

AI moving from research to deployment

Generative AI accelerating adoption
pressure

Increased availability of sensor and text
data

Opportunity for reliability engineers to
lead

What not to expect

Deep mathematical derivations

Coding tutorials

Vendor product demonstrations

One-size-fits-all solutions
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Webinar 1: Understanding ML/AI (for Reliability Engineers)

Purpose of this session

Build a vocabulary of ML and AI (that may not be familiar to a reliability engineer)

Translate common reliability questions into ML task types

Develop intuition without requiring a data science background

Key questions we will explore

What’s ML/AI?

What can ML/AI do?

What makes reliability data different?

How to map a reliability problem to an ML/AI solution?

Why do uncertainty and interpretability matter for engineering decisions?
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Outline

1 Overview of ML

2 Types of Machine Learning

3 Machine Learning Process

4 Applications of Machine Learning

5 From ML to AI

6 Looking Ahead...
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What is Machine Learning?

Field of study that gives computers the ability to learn without being explicitly
programmed (Arthur Samuel, 1959)2.

Think about something magic, without knowing much of the solution process.
Think about something hard, requiring the knowledge of statistical modeling, computer
programming, optimization, etc.

Focuses on the development of algorithms that can learn patterns from data and make
predictions.

Algorithm: A process or procedure to be followed in calculations or other problem-solving
operations, especially by a computer.

Involves creating models that can generalize from past experiences to make accurate
predictions.

2samuel1959some.
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The Machine Learning Paradigm

Traditional programming involves defining explicit rules for the computer to follow.

Machine learning shifts this approach by allowing the computer to learn patterns and rules
from data.

The data-driven approach.
“Garbage in, garbage out.”

This process involves:
1 Defining the problem or goal.
2 Collecting and preparing relevant data.
3 Selecting and training an appropriate model.
4 Evaluating and refining the model for accuracy.
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Supervised Learning

Involves learning a function that maps input to output based on example input-output
pairs.

After learning, you can use this function (model) to predict the output of a new input.

Requires labeled data for training.

Examples:

Classification: Predicting discrete labels (e.g., spam detection).
Regression: Predicting continuous values (e.g., house price prediction).
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Unsupervised Learning

Involves finding patterns in data without labeled responses.

The algorithm tries to learn the underlying structure of the data.

Examples:

Clustering: Grouping similar data points together (e.g., customer segmentation).
Dimensionality Reduction: Reducing the number of features while preserving important
information (e.g., Principal Component Analysis).
Encoding/Embedding: Translating general objects to computable and inferrable units (e.g.,
Autoencoder Neural Networks)
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Developing a Machine Learning Model

1 Define the problem and objectives.
2 Collect and preprocess data:

Data cleaning and formatting.
Handling missing values and outliers.

3 Select a suitable algorithm or model.

4 Train the model using training data.

5 Evaluate the model’s performance on validation data.

6 Fine-tune the model to improve accuracy.

7 Test the model on unseen data to assess generalization.
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Applications Across Various Fields

Voice Recognition: Converting speech to text.

Document or Music Classification: Categorizing content based on features.

Material Structure Prediction: Predicting properties of new materials.

Fraud Detection: Identifying fraudulent activities in financial transactions.

Geophysics: Predicting main components of geological signals.

Forensic Sciences: Matching information for investigative purposes.

Recommendation Systems: Suggesting products or content to users.
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Key Reasons for Using ML in Industrial Data Analysis

Machine learning is valuable for industrial data analysis because it can identify complex
patterns and relationships within large datasets that traditional methods might miss, allowing
for:

Uncovering hidden patterns: Machine learning algorithms analyze data to identify
subtle trends and correlations not apparent at first look.

Predictive maintenance: By analyzing historical data and sensor readings, models can
predict failures, allowing timely interventions.

Complex data handling: Machine learning can process large, diverse datasets with
multiple variables, including time-series data.

Real-time monitoring: Models can continuously monitor system performance and flag
anomalies for rapid response.

Improved accuracy: Machine learning often outperforms traditional methods,
especially with complex systems and non-linear relationships.
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Applications of ML in Reliability Analysis

Defect Classification: Classifying normal or defect parts, and the types of defects.

Remaining Useful Life (RUL) Estimation: Predicting how long a component will
operate before failure.

Anomaly Detection: Identifying unusual patterns in sensor data that indicate developing
faults.

Fault Diagnosis: Determining the root cause of a failure by analyzing data.

Fleet Analysis: Identifying patterns and trends across multiple assets.
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Takeaways

Machine learning offers a paradigm shift from traditional programming by enabling
computers to learn from data.

Understanding the fundamental concepts of basic ML algorithms is essential for
leveraging its potential across various industries.

Continuous advancements in machine learning are expanding its applications and impact
on society.
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AI vs. Machine Learning: What’s the Difference?

Artificial Intelligence (AI)

The broad field of building intelligent systems

Encompasses reasoning, planning, perception, language, and decision-making

Includes rule-based systems, optimization, knowledge graphs, robotics, and ML

Machine Learning (ML)

A subset of AI

Focused specifically on systems that learn patterns from data

All ML is AI, but not all AI is ML.

Example: A rule-based expert system is AI but not ML.
A neural network trained on failure data is both ML and AI.
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Relationship between AI and ML
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AI Applications — Language, Vision, Robotics, and Beyond

Texts: LLMs (Large Language Models)

What: Summarize failure reports, extract FMEA/FRACAS items, generate maintenance
instructions, act as copilots.

Enables: Rapid knowledge extraction, automated triage, conversational assistants for
workflows.

Data needed: Text logs, service reports, manuals, labeled incident tags.

Images: LVMs (Large Vision Models), VLMs (Vision-Language Models)

What: Automated inspection, defect detection, wear quantification, visual anomaly
detection.

Enables: Scalable quality checks, continuous visual monitoring, automated labeling.

Data needed: Images/video, annotated defects, imaging metadata (angles, lighting).
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Robotics & Control: VLA (Vision-Language-Action) Models

What: Autonomous inspection drones/robots, adaptive test rigs, closed-loop
maintenance actions.

Enables: Safer, repeatable data collection; on-edge decision automation.

Data needed: Sensor streams, control telemetry, environment maps, safety constraints.

Other important modalities/enablers

Predictive models & time-series ML: RUL, degradation modeling, anomaly/change
detection (sensor-driven).

Knowledge graphs & symbolic AI: Integrate heterogeneous reliability data, traceability,
causal links.

Hybrid systems: Physics-informed ML, classical reliability + ML ensembles for better
extrapolation and interpretability.

Practical note: pick the modality that matches your problem
(text → LLMs; images → LVMs/VLMs; physical action → VLA models).
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Popular Foundation Models: LLMs, VLMs, and VLA Models

LLMs — Large Language Models (Text-in → Text-out)

Examples: GPT-5 (OpenAI), Claude Sonnet 4.6 (Anthropic), Gemini 3.0 (Google),
Llama 4 (Meta), Grok 4.1 (xAI), DeepSeek-V3.2

Inputs: Text (often supports structured data, code)

Context length: 8K–1M+ tokens (model dependent)

Parameters: Billions to trillions

Strengths: Reasoning, summarization, coding, knowledge extraction

Limitations: Hallucination, sensitivity to prompt wording, no native physical grounding

VLMs — Vision-Language Models (Image + Text)

Examples: GPT-5.2, Gemini 3.0 Pro/Flash (Nano Banana), Claude Opus 4.5, Qwen3-VL

Inputs: Images + text prompts

Architecture: Vision encoder + language model backbone

Strengths: Visual inspection, defect description, multimodal reasoning

Limitations: Sensitive to image quality, limited precise measurement capability
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Mapping Reliability Problems to ML/AI Solutions

Reliability problem AI solution/technique Typical data needed Typical output/value
Failure risk, binary failure fore-
casting

Classification models (tree ensembles,
logistic, LLM+rules for text)

Historical failure labels, operat-
ing covariates, maintenance logs

Failure probability per unit/time
horizon → prioritized inspections

Remaining Useful Life (RUL),
time-to-failure

Survival analysis, regression, sequence
models (RNN/Transformer), physics-
informed ML

Time series sensor streams, cen-
soring info, degradation markers

RUL estimate + uncertainty
bands → maintenance schedul-
ing

Early-warning/anomaly detec-
tion

Unsupervised/semi-supervised: autoen-
coders, isolation forest, change-point
detection

High-frequency sensor streams,
baseline ”healthy” data

Anomaly score, alert + root-
cause candidates → faster detec-
tion

Repairable, recurrent events Recurrent-event survival models, point
processes, sequence models

Event logs with timestamps, re-
pair annotations, covariates

Probability of next event, repair-
impact estimates → optimal in-
spection cadence

Textual failure analysis (FRA-
CAS/FMEA extraction)

LLMs + information-extraction
pipelines (NER, relation extraction)

Service reports, inspection notes,
manuals, labeled examples

Structured failure modes, causes,
recommended actions → search-
able knowledge base

Visual inspection, defect detec-
tion

VLMs/computer vision (classification,
segmentation, anomaly detection)

Images/video, annotated de-
fects, imaging metadata

Detected defects, segmentation
masks, severity score → auto-
mated QC/triage

Test planning experiment optimization Bayesian optimization, surrogate
models, active learning

Test-priority ranking, suggested
experiments → fewer tests,
higher information gain

Knowledge integration decision support Knowledge graphs + embedding
search + LLM copilots

Heterogeneous data (parts, tests,
procedures, logs)

Operationalizing models, reliabil-
ity of AI

Monitoring (drift, calibration), uncer-
tainty quantification, fail-safe (don’t-
know)

Model predictions, live feature
distributions, labeled feedback

Alerts on drift, calibrated confi-
dences, rollback triggers → safe
production behavior
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A Cautionary Tale: When AI Goes Wrong in Reliability

The scenario:

A team deploys a predictive failure model across an asset fleet.

Accuracy looks impressive in testing.

Six months later: mistrust, false alarms, missed failures, and operational frustration.

What went wrong? Lessons learned:

Started too big. No focused pilot with clear metrics.

Ignored uncertainty. Point predictions without calibration led to overconfident decisions.

Abandoned physics. Pure ML model failed under new operating regimes.

Poor data hygiene. Misaligned timestamps, missing censoring flags, ambiguous records.

Optimized prediction, not outcomes. No link from model output → maintenance
decision → business value.
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Takeaway

AI projects do not fail only because of algorithms. They fail when engineering
discipline is not applied to data, decisions, and deployment.

Rong Pan, Ph.D., ASQ Fellow (ASQ RRD) Intro March 2, 2026 23 / 25



Looking Ahead

Webinar 2 — ML Techniques for Reliability Data Analysis

Classification and regression

Survival and time-to-event modeling

Degradation and remaining useful life

Webinar 3 — AI for Reliability

Text mining for failure modes

Knowledge graphs and reliability copilots

Vision-based inspection

Webinar 4 — Reliability of AI

Model failure modes: concept drift, miscalibration

Monitoring, validation, and governance

Applying FMEA-like thinking to AI systems
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Reliability meets AI
Questions? Discussion?

Contact: rong.pan@asu.edu
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