
1

RAMS Topic 4 –

Reliability 

Planning, Testing 

and Modeling

Marc Banghart, Ph.D.



Disclaimer / Administrative

• Training is focused on portions of the 
Certified Reliability Engineer (CRE) exam, 
offered by ASQ.org

• Exam covers many different areas and 
requires practical experience as a Reliability 
Engineer
• Exam updated periodically by ASQ

• We will cover a large breadth of topics, but 
do this training is not all inclusive
• Make sure to study additional materials since I may 

not cover every possible topic

• If anyone would like my slides send me an 
email, mbanghart23@gmail.com
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CRE Body of Knowledge – Part A and B
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CRE Body of Knowledge – Part C
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I am not here to lecture

Please speak up anytime!
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Why is Reliability Important?

• Reliability is both important to the consumer and producer

• Consumer confidence can be lost due to poor reliability

• Producers incur cost/risk when products fail

• Performance and Competitiveness

• Life cycle cost (Support costs and Warranty costs)

• Liability and Safety

• Warranties shift repair cost from the consumer to the producer for a certain period of 
time (function of the number of failures for a product)

• Cost of the warranty is usually built into product price

• Function of risk producer is willing to take

Reliability can be viewed as quality of a product over time
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What is Reliability?

• Reliability is the probability that a given component/item/system will perform 

(or not fail) until specific conditions for a given period of time/cycles/miles

• In practice, reliability is reported by several metrics, such as:

• Mean Time Between Failure (MTBF)

• Mean Time to Failure (MTTF)

• Failure Rate

• FIT (Failures in Time) rate

• Failure free operating period

• Availability

• As in all engineering fields, these metrics should not be solely relied upon, nor 

utilized/misused out of context

8



Life Cycle Cost

• Poor reliability increases life cycle cost

• According to a DoD Memo “State of 

Reliability”

• O&S costs span 62 – 73 % of total cost 

depending on system type

• Poor reliability drives up sustainment costs; 

letter estimated a seven-fold payback for up-

front investment in reliability

• $700M needed to bring F-22 reliability up to 

par

• Over past 25 years (up to 2010) only 75 % of 

DoD systems found suitable! Obtained from the Department of Defense (DoD)
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Probability Introduction

• Probability is used to describe processes or systems where the outcome 

depends on chance

• Alternatively seen as the likelihood of an event occurring

• Probability of a aircraft structure failing at time X

• Probability of a defective part in a manufacturing process

• Risk applications

• Two classifications of probability

• Theoretical probability: based on specific assumptions

• Empirical probability:  based on observations or data

• Probability is important to understand data and apply it to the real world

Probability is used to measure how often random events occur
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Random Events

• Events – outcomes of an action, assignment 

to class or category

• Randomness describes events with no 

apparent pattern, or when one outcome has 

no higher probability of occurring than another

• True randomness is very difficult to obtain (pseudo-

random number generators)

• Is flipping a coin a random event?

• Why or why not?
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Uncertainty and Probability

• Ordinary arithmetic and algebra and most of mathematics has exact answers 

(A+B=B+A)

• Usually, in all the basic phenomena of life, biology, chemistry, physics (and 

hence engineering), the questions that really interest us are not clear-cut and 

do not have an exact answer.

• Classical logic dealt with truth and falsehood (0 and 1)

• The logic of probability is not restricted to two truth values (0 and 1)

• infinite set of truth values

• expressed in numbers between 0 and 1

• Probability theory is capable of considering situations in which we don’t have 

enough information to permit the application of classical logic
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Goal of Probability Quantification

• One major goal of statistical analysis 

is to make inferences about the 

target population based on a sample. 

• How? Using PROBABILITY!

• Probability - provides a means of 

quantifying uncertainty

• There is a 20% chance of rain today

• Most likely that the Patriots will win the 

Superbowl

• What is the chance of having a failed 

part?
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Basic definitions

• Sample space (S) = set of all possible 

outcomes

• Outcome = an element (e) of the sample 

space

• Select 10 parts for inspection

• Is each part ok, or defective?

• Make parts with a target diameter

• Diameter within spec, or out of spec?

• Launch an Atlas rocket with 2 RL10 

engines in upper stage.

• Did the RL10’s ignite?

Part Defective Good

1 X

2 X

3 X

4 X

5 X

6 X

7 X

8 X

9 X

10 X

Spec limits
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Probability of an Event- Basic Definitions

• Probability of an Event = a numerical value that represents the proportion of times the event is 

expected to occur when the experiment is repeated under identical conditions

• Denoted P(A)

𝑃 𝐴 =
𝑁𝑜 𝑜𝑓 𝑜𝑢𝑡𝑐𝑜𝑚𝑒𝑠 𝑖𝑛 𝑒𝑣𝑒𝑛𝑡 𝐴

𝑁𝑜 𝑜𝑓 𝑡𝑜𝑡𝑎𝑙 𝑜𝑢𝑡𝑐𝑜𝑚𝑒𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑠𝑎𝑚𝑝𝑙𝑒 𝑠𝑝𝑎𝑐𝑒

Consider spinning a roulette wheel two times.  The 

roulette ball can either fall on a black or red square.

Sample space(S)={BB,RR,RB,BR}

Event A=at least one R={RR,RB,BR}

If all outcomes are equally likely, => P(A) = ¾

So, if all outcomes are equally likely, then
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Probability Nomenclature

Complement

Union

ҧ𝐴 = 𝑁𝑂𝑇 𝑖𝑛 𝐴

Intersection

𝐴 ∪ 𝐵 = 𝐴 𝑜𝑟 𝐵

𝐴 ∩ 𝐵 = 𝐴 𝑎𝑛𝑑 𝐵

𝑃 𝑜𝑢𝑡𝑐𝑜𝑚𝑒 ≥ 0

𝑃 𝑎𝑙𝑙 𝑜𝑢𝑡𝑐𝑜𝑚𝑒𝑠 = 1

𝑃 𝐴 = 1 − 𝑃( ҧ𝐴)
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Addition Law and Mutually Exclusive Events

• If two events cannot occur simultaneously they are mutually exclusive

• For example, you cannot be married and single at the same time

P A ∪ 𝐵 = 𝑃 𝐴 + 𝑃 𝐵 − 𝑃(𝐴 ∩ 𝐵)

Addition Law (events not mutually exclusive):

P A ∪ 𝐵 ∪ 𝐶
= 𝑃 𝐴 + 𝑃 𝐵 + 𝑃 𝐶 − 𝑃 𝐴 ∩ 𝐶 − 𝑃 𝐵 ∩ 𝐶
− 𝑃(𝐴 ∩ 𝐵 ∩ 𝐶)

P A ∪ 𝐵 = 𝑃 𝐴 + 𝑃 𝐵

Addition Law (mutually exclusive):

P A ∪ 𝐵 ∪ 𝐶 = 𝑃 𝐴 + 𝑃 𝐵 + 𝑃 𝐶

𝐴 ∩ 𝐵 = ∅
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Independent and Dependent Events

• Two events are NOT independent if one event influences the probability of 

another event occurring

• Engine failure and aircraft crash

• Otherwise, events are independent

• Thus, if you have two events A and B…knowledge of event B does not mathematically 

impact event A

• If events are independent the multiplication rule can be used

• If events are dependent the conditional probability notation should be used
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Conditional Probability – Multiplication Rule

• Conditional probability, written P(A|B),  means the probability that A occurs, given the 

“condition” that event B has already occurred

𝑃 𝐴 𝐵 =
𝑃 𝐴 ∩ 𝐵

𝑃(𝐵)

𝑜𝑟 𝑃 𝐴 ∩ 𝐵 = 𝑃 𝐵 𝑃(𝐴|𝐵)

Dependent Events Independent Events

𝑃 𝐴 ∩ 𝐵 = 𝑃 𝐴 𝑃(𝐵)

𝑃 𝐴|𝐵 = 𝑃 𝐴

Often we need to find the probability for a sequence of events, especially in aviation

First, we need to consider if the events are dependent or independent

Why?

If the events are independent we can use the multiplication rule in a straightforward fashion
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Are events Independent?

• Suppose we know that the probability that the width of a machine-made part 

will be within specified bounds is 0.90, and the probability that its length will be 

within the bounds is 0.95. Suppose further that 80% of the parts are within 

specified bounds for length and width. 

• Are the two events “width within bounds” and “length within bounds” 

independent?

• Let P(A) equal the probability of the width being within spec

• Let P(B) equal the probability of the length being in spec

• Thus, the probability that both the length and width are in spec is 𝑃(𝐴 ∩ 𝐵)

• In order for the events to be independent 𝑃 𝐴 ∩ 𝐵 = 𝑃 𝐴 𝑃(𝐵)

𝑃 𝐴 ∩ 𝐵 = 0.80, 𝑃 𝐴 = 0.90 𝑎𝑛𝑑 𝑃 𝐵 = 0.95
0.80 ≠ 0.90 0.95
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Example

• Suppose that among 50 students in a class, 42 are right-handed and 8 are 

left-handed. 

a) If one student is randomly selected from the class, what is the probability 

that the selected student is left-handed? right-handed?

b) What is the probability that two students will be selected that are right 

handed?

c) What is the probability that one right handed student and one left handed 

student will be selected?
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Solution (a and b)

Total students = 50

Right Handed = 42

Left Handed = 8

Assuming no replacement

𝑃 𝑟𝑖𝑔ℎ𝑡 ℎ𝑎𝑛𝑑𝑒𝑑 =
42

50
= 0.84

𝑃 𝑙𝑒𝑓𝑡 ℎ𝑎𝑛𝑑𝑒𝑑 =
8

50
= 1 − 𝑃 𝑟𝑖𝑔ℎ𝑡 ℎ𝑎𝑛𝑑𝑒𝑑 = 0.16

a)

𝑃 𝑡𝑤𝑜 𝑟𝑖𝑔ℎ𝑡 ℎ𝑎𝑛𝑑𝑒𝑑 =
42

50
×
41

49
= 0.703

b)
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Solution (c)

Total students = 

50

Right Handed = 

42

Left Handed = 8

Assuming no 

replacement and 

independence

𝑃 𝑟𝑖𝑔ℎ𝑡 ℎ𝑎𝑛𝑑𝑒𝑑 𝑎𝑛𝑑 𝑙𝑒𝑓𝑡 ℎ𝑎𝑛𝑑𝑒𝑑 =
42

50
×

8

49
= 0.14

𝑃 𝐴 ∩ 𝐵 = 𝑃 𝐴 𝑃(𝐵)
Recall:

How would the problem change if we replaced the 

selected student each time? 
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Example

• A production run contained 850 manufactured parts with 50 of these not 

meeting design specifications. 

• Let A denote the event that the first part selected is defective

• Let B denote the event that the second part is defective

• Let C denote the event that the third part is defective

a) Two parts are selected at random without replacement from the batch.  

What is the probability that the second part is defective, given that the first 

part is defective?

b) If three parts are selected, what is the probability that the first two are 

defective and the third is NOT defective?
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Solution

We select one part from the batch and assume it is defective.  Thus, after 

the first selection only 849 parts remain in the batch.  Additionally, we 

assume the first part selected was defective.  Thus, there are only 49 

defective parts remaining.

𝑃 𝐵 𝐴 =
49

849
= 5.78 %

a)

𝑃(𝑑𝑑𝑛) =
50

850
×

49

849
×
800

848
= 0.32 %

b)
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Example

• The following electrical circuit only 

operates if all devices function.  

Assume that the devices fail 

independently.  What is the probability 

that the circuit operates?

• Device 1 has a probability of not failing of 0.8

• Device 2 has a probability of not failing of 0.9

• How reliable do the devices need to be 

in order to meet a reliability spec of 

0.95?
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Solution

Device 1

0.8

Device 2

0.9

Let L and R denote the events that the left and right devices operate.  There is only one path that the 

circuit operates.  What is the probability that the circuit operates?

𝑃 𝐿 𝑎𝑛𝑑 𝑅 = 𝑃 𝐿 ∩ 𝑅 = 𝑃 𝐿 𝑃 𝑅 = 0.8 0.9 = 0.72

Independence assumption!
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Solution (cont.)

Device 1 

Reliability

Device 2 

Reliability

Probability Circuit 

Operates

0.8 0.9 0.720

0.85 0.95 0.808

0.9 0.96 0.864

0.95 0.97 0.922

0.96 0.98 0.941

0.97 0.99 0.960

0.98 0.99 0.970

0.99 0.99 0.980

Is it feasible to grow each device 

to an individual reliability of 0.97?  

This simplistic problem also does 

not account for operating hours
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Example

• Again, assume an electrical circuit given below.  Assume that the devices fail 

independently from each other.  The probability that the devices operate are 

given.  Calculate the reliability of this circuit.

0.9

0.9

0.9

0.95

0.95

0.99
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Solution

0.9

0.9

0.9

0.95

0.95

0.99

This part of the circuit operates if at least one of the 

devices operate.  Denote the top device operating 

with T and the bottom device with B.  Thus:

𝑃 𝑇 𝑜𝑟 𝐵 = 𝑃 𝑇 ∪ 𝐵 = 𝑃 𝑇 + 𝑃 𝐵 − 𝑃(𝑇 ∩ 𝐵)

However since these devices operate independently 

above equation becomes:

𝑃 𝑇 ∪ 𝐵 = 𝑃 𝑇 + 𝑃 𝐵 − 𝑃 𝑇 𝑃 𝐵
= 0.95 + 0.95 − 0.95 0.95 = 0.9975

Alternative method:

𝑃 𝑇 𝑜𝑟 𝐵 = 1 − 𝑃 𝑇 𝑎𝑛𝑑 𝐵 = 1 − 𝑃 ത𝑇 𝑃( ത𝐵)

Circuit Reliability: 1 − 0.13 1 − 0.052 0.99 = .987
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BREAK
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Using Probability to Perform Risk Assessment

• The occurrence of a failure mode may increase the likelihood of an 

undesirable event occurring

• The effects are probabilistic and worst case scenario may not always occur

• If it is not possible to design out a failure mode, how do we quantify the 

probability of for example a mishap occurring?

• Probability trees provide an easy and graphical technique to accomplish this

• Event dependence/independence important to keep in mind

• If data is not available to quantify individual probabilities, it is possible to utilize conservative 

estimates
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Probability Tree Diagram

• Graphical technique to illustrate all the possible outcomes of successive 

probabilistic events

• Attention must be paid to if events are dependent or independent

• Probabilities are represented by arcs

Event 1

Event 2

P(early)

P(yes) P(yes)P(no) P(no)

P(late) = 1

 = 1

P(early) X P(yes)
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Tree Diagram Example

• Each message in a digital communication system is classified whether it is received within the 

time specified by the system design.  If three messages are classified, use a tree diagram to 

represent the sample space of possible outcomes.  If the probability of a message being late is 

0.8, what is the probability of at least two late messages?

Message 1

Message 2

Message 3

on time

on time

on time on time on time on time

on time

late

late

late late late

late

late
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Probability Tree Class Problem
Message 1

Message 2

Message 3

on time

on time

on time on time on time on time

on time

late

late

late late late

late

late

0.2

0.2

0.2 0.2 0.2 0.2

0.2

0.8

0.8

0.8

0.80.80.8

{ooo} {ool} {olo} {oll} {loo} {lol} {llo} {lll}

=0.2*0.2*0.2

=0.008
=0.2*0.2*0.8

=0.032
=0.032 =0.128 =0.032 =0.128 =0.128 =0.512

Probability of two late messages = 3(0.128) = 0.384
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Example – Tree Diagram

• A certain failure mode (mode A) on a jet aircraft 
has been shown to occur five times in every 
2500 flights.  If a second failure mode (mode 
B) also occurs there is a chance that the 
aircraft performance may be severely 
degraded.  If this occurs, the pilot may need to 
eject.  What is the risk level to the pilot?
• FM-A occurs 5/2500 flights

• FM-B normally occurs every 9/2500 flights.  However, 
if FM-A occurs there is a 25 % change that FM B will 
also occur.  If FM-A does not occur there is a 9/2500 
chance of FM B occurring.

• If both FMs occur there is a 75 % chance that aircraft 
performance will be degraded
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Solution
FM Mode A

FM Mode B

Degraded

yes

yes

yes yes yes yes

yes

no

no

no no no

no

no

5/2500=0.002

0.25

0.75 0.4 0.4 0.4

9/2500=0.0036

0.998

0.9964

0.6

0.60.60.25

{yyy} {yyn} {yny} {ynn} {nyy} {nyn} {nny} {nnn}

=0.0004 =0.0001 =0.0006 =0.0009 =0.0014 =0.0022 =0.3978 =0.5966

Probability of aircraft degraded = 0.0004+0.0006+0.0014+0.3978 = 0.4002
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Series Systems

R1 R2 R3

Rsystem= R1R2R3

The system is successful only if all subsystems are successful.

R e e esystem

t t t=  − − −  1 2 3

R esystem

t= − + +( )  1 2 3

e esystemt t− − + +=
   ( )1 2 3

system= 1+2+3}
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As complexity of a series system increase, reliability decreases
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Parallel Systems

The system is successful if at least one of the subsystems succeeds.

R1

R2

Rsystem= R1R2 + R1(1-R2) + R2(1-R1)

Rsystem= R1 + R2 - R1R2

probability that subsystem 1 

succeeds and subsystem 2 fails
probability that both succeed probability that subsystem 2 

succeeds and subsystem 1 fails
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Parallel Systems (Continued)

R e e e esystem

t t t tsystem= = + −
− − − − +    1 2 1 2( )

e dt e dt e dt e dtsystemt t t t−


−



−



− +



   = + −
    

0 0 0 0

1 2 1 2( )

1
=

2 1+2 1system

111
-+

R1

R2

Rsystem= R1 + R2 - R1R2
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Increasing Reliability

• Putting two(or more) subsystems in parallel is often the easiest way to 

increase reliability
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Example - Which System is More 

Reliable?
3=1.5

4=1.5

1 =0.5 2 =0.6

  system = + = +1 2 05 0 6. .
1 1 1 1

3 4 3 4    system

= + −
+( )

1 1

15

1

15

1

3

2

3

2

3

1

3 system

= + − = + −
. .

1 3

3
10

 system

= = .

 system = 10.

 system = 11.
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Example - Which System is More Costly?

3=1.5

4=1.5

1 =0.5 2 =0.6

Assumptions:

$/failure = $200

100 hour time period

failures = 50 + 60 = 110

Cost = $200 x 110

Cost = $22,000

Assumptions:

$/failure = $100

100 hour time period

failures = 150 + 150 = 300

Cost = $100 x 300

Cost = $30,000
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Methods of Analysis of Complex Systems

• Given the reliability block diagram of a complex system such as:

1, R=.95

6, R=.90 7, R=.80

5, R=.80

3, R=.80

4, R=.90

2, R=.90

11, R=.95

8, R=.95

12, R=.90

9, R=.90

13, R=.80

10, R=.80

2 out 

of 3
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Methods of Analysis of Complex Systems

• Step 1: simplify each series-connected group

1, R=.95

6, R=.90 7, R=.80

5, R=.80

3, R=.80

4, R=.90

2, R=.90

11, R=.95

8, R=.95

12, R=.90

9, R=.90

13, R=.80

10, R=.80

2 out 

of 3

R=(.90)(.80)=.72

R=(.95)(.90)(.80)=.684
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Methods of Analysis of Complex Systems

• Step 2: simplify each parallel-connected group

1, R=.95

6,7  R=.72

4,5  R=.72

2,3  R=.72

8,9,10  R=.684

2 out 

of 3

11,12,13  R=.684

2 1

3 2

3

3 3

(0.72) (1 0.72)

(0.72) 0.81

R C

C

= −

+ =

21 (1 0.684) 0.90R = − − =
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Methods of Analysis of Complex Systems

• Step 3: simplify the series-connected group

1, R=.95 2-7  R=.81

8-13  R=.90

(0.95)(0.81) 0.77R = =
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Methods of Analysis of Complex Systems

• Step 4: simplify the final parallel-connected group

1-7  R=.77

8-13  R=.90

1 (1 0.77)(1 0.90) 0.98R = − − − =
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Building a Block Diagram

50

Philae   '  s landing signal was received by Earth 

communication stations at 16:03 UTC.  Unknown 

to mission scientists at that time, the lander had 

bounced.

An analysis of telemetry indicated that the initial 

impact was softer than expected, that the 

harpoons had not deployed, and that the thruster 

had not fired.  

Can we build a block diagram to 

represent the landing system?



M&S Introduction

• Modeling and Simulation is a process 
of developing a mathematical model 
of a system and conducting 
subsequent experiments for a specific 
purpose

• Modeling refers to the 
mathematical/logical relationships 
between elements

• Simulation refers to utilization of software 
to numerically evaluate the model

• Reliability Block Modeling is a 
decision tool that:

• Supports understanding and optimization 
of various factors affecting RAM

• Allows development of RAM Trade-off 
Analyses from baseline model
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Where does Simulation fit?

System

Experiment w/ 

actual system
Experiment w/ 

model of system

Physical 

Model 
Mathematical

Model 

Analytical 

Solution Simulation
Reference: Adapted from 

Law (2007), Fig. 1.1
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Reliability Block Modeling

• Components are represented with 

connected blocks in various 

configurations

• Assumption is made that all blocks are 

independent (usually)

• Diagram represents the 

functioning state of the system

• May be utilized early in design, or 

during sustainment to help make 

decisions

• RBDs are not a crystal ball
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Software Packages

Model Parameter Trials or 

Runs

Time 

(hours)

Raptor BlockSim Relex

One Block Reliability 1,000 1,000 0.3797 0.3663 0.365

One Block Availability 1,000 1,000 0.8927 0.8894 0.843

Simple Reliability 1,000 100 0.983 0.977 0.978

Simple Availability 1,000 100 0.9955 0.9892 0.978

Simple System Failures 1,000 100 0.017 0.023 Not Reported

Large Reliability 10,000 61,362 0.7024 0.737 0.6914

Large Reliability 1,000 61,362 0.718 0.729 0.707

Large Availability 1,000 61,362 0.858 0.861 0.691

Large Availability 10,000 61,362 0.847 0.865 0.6866

Large MTTFF: (Hours) 10,000 61,362 144,775.99 201,679.13 146,321.53

Complex Reliability 10,000 100 0.1313 0.1315 0.0988

Complex Availability 10,000 100 0.3877 0.3741 0.3333

Complex MTBF (MTBDE)(Hrs) 10,000 100 36.2732 39.3565 33.92

Complex MTTR (MDT)(Hrs.) 10,000 100 68.3853 62.7677 74.51

Software PackageModel Data

* Source:  2007 RAMS.  

Presentation by Brall, Hagen 

and Tran.  “Reliability Block 

Diagram Modeling – A 

Comparison of Three Software 

Packages”
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Simulation Study Process

• Simulation projects must be well-thought out and properly executed

• Problem/scope must be well defined

• Development of ground rules and assumptions

• Construction of initial model/trial runs

• Verification and Validation

• Production Runs and Analysis

• Important to identify proper inputs/output metrics (reliability, availability, delays)

• Early buy-in from all stakeholders key
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Verification and Validation (V&V)

• V&V critical to ensure credible model built

• Verification ensures that model was built in accordance with ground rules and 

scope

• Software executing properly

• Mathematical calculations correct

• Validation is concerned with ensuring the simulation is a proper  

representation of the real system
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Input Data Sources

• Failure and repair data may come form many different sources

• Historical data

• Raw data

• Expert Opinion

• Data must be analyzed and fit to the appropriate probability density function

• Exponential and Weibull common

• If no data is available Triangular distribution can be used

• Need only estimate min, max and mode

• Regardless of data source possible error and bias MUST always be 

considered
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Example:  Truck

• Truck with 9 systems (engine, electronics, fuel, cooling, transfer-drive, brakes, 

tires, structure and a gearbox)

• Two braking systems, each being capable of stopping the truck by themselves

• Redundant fuel tanks
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Example:  Diagram

1 2

3
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Example:  Output Analysis

• Question:  What are the RAM characteristics of the truck at 2400 miles of 

continuous operation?
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Example 2:  Pie-Making Facility

• Is the facility profitable?

• Three design changes have been 

proposed.  Which would you 

recommend?

• Option 1:  Elimination of the computer 

and 1553 card in order regulate the 

power supply

• Option 2:  Incorporation of redundancy, 

preventive maintenance and standby 

systems in order to increase 

availability

• Option 3:  Improvement of repair time 

with additional manpower
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Ex2: Implement Design Change 1
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Ex2: Implement Design Change 2

• Lowest reliability 

component placed in 

parallel with a backup
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Ex2: Comparison of Proposals
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BREAK
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Reliability Testing

• Reliability testing should be part of a more comprehensive test program

• Functional Testing

• Environmental Testing

• Statistical Testing

• Reliability Testing

• Safety Testing

• Etc.

• Reliability testing is concerned with demonstrating that a system will operate 

without failure for a specified period of time
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Reliability Test Planning

• Sequential test planning is a method to 
help decision makers when to stop 
testing
• Not intended as an estimation of MTTF

• Utilizes concepts of statistical hypothesis 
testing and utilizes the concept of 
producer and consumer risk

• Consumer risk is defined as the 
probability of accepting a product with a 
poor MTTF, denoted θ1

• Producer risk is defined as the probability 
of rejecting a product with an acceptable 
MTTF, denoted θ0
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Sequential Test Planning

• Sequential tests are based on the ratio of θ1 and θ0
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Accelerated Testing

• Frequently difficult to obtain times-to-failure under normal characteristics

• Accelerated tests

• Testing occurs above the level of specification

• Important to design the test to not introduce “foolish” failures, or failures that would not be 

expected under normal operating conditions

• Goal of gaining insights into the products life

• Qualitative tests

• HALT/HAST/shake and bake tests

• Quantitative tests

• QALT

• These tests do not quantify the product life under normal conditions, however 

they may reveal probable failure modes
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FRACAS

• FRACAS or “Failure Reporting, Analysis and Corrective Action Systems” is 

integral to ensure all failures during development and design are reported and 

investigated

• Closed loop process to ensure failure root causes are investigated and corrective actions 

ACTUALLY fix the problem

• Process includes a failure review board

• Assesses failures

• Approves corrective actions

• Monitors reliability growth

• Board should include stakeholders such as design engineers, reliability engineers and 

program management

• Often integrated with Systems Engineering functions

• Important that FRACAS is more than a database!
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FRACAS Process
 

YES 
INCORPORATE 
CORRECTIVE 
ACTION INTO 
ALL PRODUCTS 

OPERATIONAL 
PERFORMANCE 

TEST 
FAILURE 

OBSERVATION 
INCORPORATE 
CORRECTIVE 

ACTION 

FAILURE 
DOCUMENTATION 

SUSPECT 
ITEM 

VERIFICATION 

DETERMINE 
EFFECTIVENESS 
OF CORRECTIVE 

ACTION 

NO* 

START 

DATA 
SEARCH 

FAILURE 
VERIFICATION 

FAILURE 
ISOLATION 

SUSPECT 
ITEM 

REPLACEMENT 

FAILURE 
ANALYSIS 

ESTABLISH 
ROOT CAUSE 

DETERMINE 
CORRECTIVE 

ACTION 

Source:  FRACAS Application Guidelines, RIAC
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Why Prediction?

• Reliability prediction forms an important part 
of the study and design process
• Comparison of different design configurations

• Identification of critical features of a design in 
terms of reliability

• Early forecasting of costs and spares

• Generally a bottom up approach is followed
• Estimate the contributions of each part, work 

upwards towards the system

• Fundamental limitations of prediction
• Failure mechanisms are stochastic and difficult to 

quantify fully within a mathematical model

• Relationships and factors affecting a complex 
system is difficult to understand and take into 
account

• Available data is frequently lacking
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Approaches to Prediction

• MIL-HDBK-217

• Utilizes two methods to include parts count and parts stress

• Calculates overall failure rate based on several factors

• PRISM

• 217 method has not been actively maintained or updated

• Met with skepticism in recent years as possibly overly pessimistic

• 217 method updated and modified

• System Reliability Models

• Reliability Block Diagrams

• Fault Tree Analysis

• Markov Analysis
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217 versus PRISM (electronic parts)

MIL-HDBK-217 PRISM

𝜆 =

𝑖=1

𝑛

𝑁𝑖𝜋𝑄𝑖𝜆𝑏𝑖

𝑛 = 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑎𝑟𝑡𝑠 𝑐𝑎𝑡𝑒𝑔𝑜𝑟𝑖𝑒𝑠
𝑁𝑖 = 𝑞𝑢𝑎𝑛𝑡𝑖𝑡𝑦 𝑜𝑓 𝑖th 𝑝𝑎𝑟𝑡
𝜋𝑄𝑖 = 𝑞𝑢𝑎𝑙𝑖𝑡𝑦 𝑓𝑎𝑐𝑡𝑜𝑟 𝑜𝑓 𝑖th 𝑝𝑎𝑟𝑡

𝜆𝑏𝑖 = 𝑏𝑎𝑠𝑒 𝑓𝑎𝑖𝑙𝑢𝑟𝑒 𝑟𝑎𝑡𝑒 𝑜𝑓 𝑖th 𝑝𝑎𝑟𝑡

Part Count

𝜆𝑝 = 𝜋𝑄𝜋𝐿 𝐶1𝜋𝑇 + 𝐶2𝜋𝐸

𝜋 = 𝑞𝑢𝑎𝑙𝑖𝑡𝑦 𝑓𝑎𝑐𝑡𝑜𝑟𝑠
𝐶1 = 𝑑𝑖𝑒 𝑐𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦 𝑓𝑎𝑐𝑡𝑜𝑟
𝐶2 = 𝑐𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦 𝑓𝑎𝑐𝑡𝑜𝑟 𝑏𝑎𝑠𝑒𝑑 𝑜𝑛 𝑝𝑎𝑐𝑘𝑎𝑔𝑖𝑛𝑔

Part Stress

𝜆 =

𝑖=1

𝑛

𝑁𝑖

𝑗=1

𝑚

𝜋𝑖𝑗𝜆𝑖𝑗

𝑛 = 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑎𝑟𝑡𝑠 𝑐𝑎𝑡𝑒𝑔𝑜𝑟𝑖𝑒𝑠
𝑁𝑖 = 𝑞𝑢𝑎𝑛𝑡𝑖𝑡𝑦 𝑜𝑓 𝑖th 𝑝𝑎𝑟𝑡
𝑚 = 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑎𝑝𝑝𝑟𝑜𝑝𝑟𝑖𝑎𝑡𝑒 𝑓𝑎𝑖𝑙𝑢𝑟𝑒 𝑚𝑒𝑐ℎ𝑎𝑛𝑖𝑠𝑚𝑠
𝜋𝑖𝑗 = 𝑓𝑎𝑐𝑡𝑜𝑟 𝑓𝑜𝑟 𝑡ℎ𝑒 𝑖𝑡ℎ 𝑝𝑎𝑟𝑡, 𝑎𝑛𝑑 𝑗𝑡ℎ 𝑓𝑎𝑖𝑙𝑢𝑟𝑒 𝑚𝑒𝑐ℎ𝑎𝑛𝑖𝑠𝑚

𝜆𝑖𝑗 = 𝑓𝑎𝑖𝑙𝑟𝑒 𝑟𝑎𝑡𝑒 𝑓𝑜𝑟 𝑡ℎ𝑒 𝑖𝑡ℎ 𝑝𝑎𝑟𝑡, 𝑎𝑛𝑑 𝑗𝑡ℎ 𝑓𝑎𝑖𝑙𝑢𝑟𝑒 𝑚𝑒𝑐ℎ𝑎𝑛𝑖𝑠𝑚
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Uses for Reliability Predictions

• Common Applications

• Feasibility evaluations

• Comparison of competing designs

• Identification of potential design problems

• Input for other tasks

• Misapplication

• Used as measurement of field reliability

• Number games without actual design improvement

• Garbage in … garbage out
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“All models are wrong, but some are useful”

George Box

https://upload.wikimedia.org/wikipedia/commons/a/a2/GeorgeEPBox.jpg
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