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Introduction

• Failure modes and hazards
• Automotive Industry Action Group (AIAG) requirements
• Failure Modes and Effects Analysis background
• FMEA weaknesses
• Hazard analysis background and approaches
• Hazard analysis approach
• Revised SAE J1739 shortcomings
• A better approach



Failure Modes and Hazards
Many hazards not due to failures
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FMEA Background

• Originated in US Defense Department in 1949 
based on War World II system acquisition 
challenges

• MIL-P-1629
• FMEA intent:  

• Identify equipment failure modes and effects
• Recommend risk mitigation approaches  

• FMEA spread to commercial aviation, automotive, 
biomedical device, electronics, and other industries 
with SAE J1739 emergence 

• SAE J1739 identifies two FMEA categories:  
• Design FMEA (product design)
• Process FMEA (manufacturing and other 

processes)



AIAG Requirements

• Production Part Approval Process (PPAP)
• Items 4 and 6 require FMEA

• Suppliers must prepare FMEA as part of PPAP
• Automobile manufacturers and AIAG have FMEA 

standard (all mirror SAE J1739)
• AIAG does not require hazard analysis



AIAG Requirements
PPAP’s 18 Elements (hazard analysis not required)

1. Design Records: A copy of the drawing or model provided by 
customer.

2. Engineering Change Documents: Detailed description of 
changes of parts from previous revisions called Engineering 
Change Notice.

3. Customer Engineering Approval: Customer approval of 
sample production parts.

4. Design Failure Mode and Effects Analysis 
(DFMEA): Prediction of a product' potential design failure.

5. Process Flow Diagrams: All steps sin manufacturing process 
including components, measurement, and inspection.

6. Process Failure Mode and Effects Analysis 
(PFMEA): Prediction of a potential process failure that could 
occur during production.

7. Control Plan: Details the plan for how quality will be 
implemented to ensure a stable and reliable process.

8. Measurement System Analysis (MSA): Conformance to 
customer’s ISO or TS standard. Usually Gage R&R for critical 
impact characteristics to control repeatability and 
reproducibility and confirmation that gages are calibrated to 
measure these characteristics to control measurement bias.

9. Dimensional Results: A list of every dimension noted on the 
ballooned drawing or model with pass/fail assessment.

10. Material / Performance Test Results: Summary of every test 
performed on the part, usually in the form of DVP&R (Design 
Verification Plan and Report).

11. Initial Process Studies: Shows that critical processes are 
reliable. Includes SPC (statistical process control) charts.

12. Qualified Laboratory Documentation: All industry 
certifications for validation testing.

13. Appearance Approval Report (AAR): Customer approval on 
final product appearance including color, texture, fit, and 
more.

14. Sample Product: Sample from initial production run.

15. Master Sample: Sample part signed off by customer and 
supplier.

16. Checking Aids: Detailed list of all tools used to inspect and 
measure parts.

17. Records of Compliance with Customer-Specific 
Requirements: List of customer’s specific requirements for 
PPAP process.

18. Part Submission Warrant (PSW): Summary of entire PPAP 
submission.



FMEA Hazard 
Identification 
Weaknesses

• Failure to consider system 
interactions

• Failure to consider human error 
or reasonably foreseeable 
misuse

• Safety is but one concern 
among many

• Subjective risk quantification
• Lack of expertise and 

independence
• Just checking the box
• Most significant:  Failure to 

consider hazards not induced 
by failures



Failure to Consider System 
Interactions
• FMEA approach is “bottoms up”

• FMEAs identify product part (DFMEA) or each process step (for the 
PFMEA), and failure modes for each

• FMEA considers parts or process steps in isolation; does not consider failure 
combinations or system interactions

• SAE J1739 states:
Each potential failure mode in an FMEA is  considered independently of 
another failure mode. This enables the team to address the unique 
reasons (causes of failure) independently of other failure modes. Grouping 
multiple potential failure modes in one cell in a worksheet is not 
recommended.

• Focus on components rather than interactions key weakness



Failure to Consider Human Error or 
Reasonably Foreseeable Misuse
• DFMEAs assumes product built in accordance with design
• DFMEA assumes PFMEA will identify process errors with 

adverse consequences
The DFMEA should address the design intent and assume 
the design will be manufactured/assembled to this intent. 
The PFMEA should address manufacturing and assembly 
risk.  

• PFMEA should incorporate inputs from the DFMEA, but if 
DFMEA misses safety critical failures PFMEA will not address

• Neither DFMEA nor PFMEA address reasonably foreseeable 
misuse  (i.e., product used in manner not intended by 
designer; SAE J1739 silent on this)



Safety Is But One Concern Among 
Many
• FMEA’s should identify all failure modes, but focus is not on hazard identification

• Based on lack of safety focus, FMEAs frequently fail miss safety-related failures

• DFMEA magnitude is very broad
• Analyst must consider every part
• Each part typically has two to ten failure modes
• Each failure mode may have two to five failure causes
• DFMEA entries grow exponentially
• IEC 60812  states: 

…FMEA may be very difficult and tedious for the case of complex systems which 
have multiple functions consisting of a number of components. This is because of 
the quantity of detailed system information which must be considered. This 
difficulty can be increased by the number of possible operating modes, as well as 
by including consideration of repair and maintenance policies.



Subjective Risk Quantification

• Standards define 1 to 10 ratings for three parameters
• Severity (failure consequences)
• Occurrence (failure frequency)
• Detectability (failure detection)

• Ratings multiplied for Risk Priority Number (RPN)
• If RPN exceeds arbitrary level, preventive or corrective 

actions applied
• S, O, and D ratings all subjective
• Easy to manipulate S, O, or D ratings to bring RPN down



Expertise and 
Independence

• Many organizations lack Reliability or 
Safety engineers, so FMEA assigned to 
engineer(s) responsible for product design

• Above approach fundamentally flawed
• Identifying failure modes requires a 

different mindset
• Product designers focused on how 

product should work (not how it can 
fail)

• Natural reluctance for product 
designers to find fault with their 
designs

• Lack of independent review allows
• Missing failure modes 
• Occurrence, Severity, Detectability 

ratings so law that RPN becomes 
insignificant



Just checking the Box

• FMEA preparation seen as satisfying a requirement
• In many cases, insufficient rigor and expertise applied to 

FMEA preparation
• FMEA often prepared simply to check a box

FMEA



FMEA Does Not Identify All 
Hazards
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What FMEA might find… What FMEA 
will miss…



FMEA Alone?

• Automotive sector adopted defense 
acquisition FMEA approach

• FMEAs not focused on product safety

• Safety issues often missed or ignored in 
large body of non-safety-related failure 
modes

• One might wonder: If FMEAs did what they 
were intended to do, why so many recalls, 
and why so many safety recalls?

• Something more needed



Hazard Analysis

• FMEA originated in defense industry in late 1940s and spread to non-
defense industries  

• US defense industry understood FMEA alone inadequate for hazard 
identification

• System Safety emerged in 1950s on aircraft and missile development 
programs (MIL-STD-882)

• MIL-STD-882 identifies hazard analyses and applications
• Preliminary hazard analysis
• Subsystem hazard analysis
• System hazard analysis
• Fault tree analysis
• Process hazard analysis
• Others

• Unfortunately, hazard analysis not incorporated in automotive sector



Automotive Hazard Analysis 

• MIL-STD-1629 evolved into SAE J1739 FMEA standard
• No similar MIL-STD-882 (System Safety) evolution in 

automotive industry
• ANSI/GEIA-STD-0010-2009 (Standard Best Practices for 

System Safety Program Development and Execution) 
not widely incorporated in automotive sector

• ISO 26262 (Road Vehicles – Functional Safety) only 
addresses electronic safety

• No safety analysis requirement in AIAG PPAP 



Preliminary Hazard Analysis

• Initial safety analysis prepared during concept development
• Focus is on hazard identification and elimination
• Like FMEA, tabular analysis, but instead of parts or steps, 

identifies hazards and parts of system that can create 
hazards

• Energy sources
• Sharp edges
• Historical hazards
• Inadvertent, early, late, too much, too little
• Human error
• Redundancy defeaters

• PHA identifies where human error can cause hazards



Subsystem Hazard Analysis

• SSHA similar to PHA, but focuses on subsystems 
within larger system

• Prepared as design progresses, providing guidance 
for hazard elimination or mitigation

• SSHA includes quantitative failure rates from MIL-
HDBK-217, the NPRD data base, engineering S-N 
curves, and other sources 

• Much better approach than FMEA’s qualitative 
Occurrence rating 



Fault Tree Analysis

• Graphically develops all potential causes for a
specific undesired event

• Developed in early 1960s by Bell Laboratories

• Initial application:
- USAF Minuteman missile
- Undesired event:  Inadvertent launch

• Capabilities
- Event cause identification
- Event probability quantification
- Event inter-relationships



Operating Hazard Analysis

• Operating Hazard Analysis identifies hazards associated with process 

• Provides recommendations for managing safety risk

• Often done for 
• Manufacturing process
• Maintenance sequence
• Operational use
• Disposal



Hazard Analysis Approach

Identification and 
Elimination of:
• Single point 

safety-critical 
failures

• Human error 
safety critical 
failures

• Maintenance 
failures

• Environmentally-
induced failures

• Combinations of 
above
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Hazard 

Analysis

Safety
Focus



Revised AIAG FMEA Handbook 
and SAE J1739 Observations
• AIAG FMEA Handbook revised in 2019
• SAE J1739 revised in 2021
• More emphasis on functions rather than parts or 

subassemblies
• Safety mentioned more frequently, but safety is still 

only one concern among many
• New format has not appeared in any of my cases
• Page 10 of SAE J1739

• FMEA is not:
• A method to analyze multi-point failures that occur in tandem (i.e., 

failure A and B may occur together).



Latest AIAG – VDA FMEA 
Handbook (page 17):
Limitations of the FMEA include the following:

• It is qualitative (subjective), not quantitative (measurable)

• It is a single-point failure analysis, not a multi-point failure analysis

• It relies on the team's level of knowledge which may, or may not predict future 
performance

• It is a summary of the team's discussions and decisions, therefore, the quality of 
the FMEA report is subject to the recording skills of the team which may reflect 
the discussion points in whole, or in part (it is not a transcript of a meeting)

For quantitative analysis and multi-point failure analysis, other methods such as 
FTA (Fault Tree Analysis) and FMEDA (Failure Modes, Effects, and Diagnostic 
Analysis) are used. These are the methods which can calculate and analyze the 
relevant metrics (e.g., single-point failure analysis, multi-point faults, latent faults) 
to reach a quantified analysis result.



A Better 
Approach

• Recognize the obvious: FMEA 
alone is insufficient

• Incorporate hazard analysis in 
product design and process 
development

• Include system safety engineers:  
Do not rely on those who 
designed hazards into system to 
identify and remove hazards
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